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Abstract

In this paper we report the main ideas and some preliminary results of a multi-scale approach to complex system’s interdependence. Critical Infrastructures can be modelled as complex networks hosting specific entities flowing along them. The dynamics and the behavior of those flows depends on both the level of functioning of the hosting networks but also on that of other networks to which they are functionally coupled. The proposed method consists in two steps: in the first, microscopic-models of complex networks are simulated, firstly as stand-alone systems and then by connecting them together via some empirical interconnection law. In the second, the resulting susceptibilities (connecting the level of service of one network to that of the others) are used in a Leontief-type analysis to predict the macroscopic behavior of the interconnected systems. Here we present some preliminary simulations where we investigate  the influence of different buffering architectures and strategies. 
Introduction

Critical Infrastructures (CI) can be modelled as self-organized complex networks. In general terms, they can be viewed as complex, interdependent networks where the dynamical behaviour of one of them cannot be fully determined and predicted regardless the behaviour of all the others. 

This formidable conceptual entanglement is going to attract a considerable attention for the obvious technological and social impact of CI's; moreover, the "interdependence problem" offers a “real” metaphors of complexity (in the sense given to the term from the physical sciences) [1]. As such, a great deal of effort has been devoted for the study and the modelling of these systems also from a standpoint typical of theoretical analysis. The promise of this strategy is to unveil relevant insights on these systems (growth mechanisms, causes of vulnerability, understanding of their dynamic behaviour under perturbation, onset of emerging phenomena etc.). The ambitious goal of understanding the “combined” behaviour, i.e. the dynamic behaviour of clusters of inter-dependent complex systems will open the way to the modelling of groups of CIs to analyse their behaviour and to predict the occurrence of critical behaviour triggered by their interdependency.

To this end we are developing an analysis on two separate levels:

· a macroscopic level, where phenomenological behavioural equations of “interacting CI's”, characterized by macroscopic parameters are solved to predict the dynamics of macroscopic quantities. These models are formulated on the basis of parameters which are estimated by using "microscopic-scale" models, in a typical multi-scale approach.

· a microscopic level, where "realistic" models of CI's, seen as complex networks animated by specific dynamics representing the flow of the entity which is transported on them, are used to estimate parameters to be used into "macroscopic-scale" models.

In the following, we will elucidate this strategy in some details, by presenting the basic statements of both the macroscopic- and the microscopic-level approaches and the methodologies therein employed. 

We focalise our attention on the behaviour of interdependent infrastructures in the presence of events (faults) that reduce or nullify the capability of one or more elements to correctly perform their own task. In this way we identify the more “critical” elements, i.e. those that more deserve investments in security in order to improve their global dependability and resilience.

The “macroscopic” level approach: Leontief equation

Network’s “interdependency” is a long lasting technological problem whose theoretical modelling, however, has not yet been properly accounted for. Indeed, it is particularly difficult to provide an ab-initio estimate of the resilience of a given infrastructure to a perturbation (more or less intense) generated by another network to which it is interconnected. This is mainly due to the complexity of defining specific interconnection laws between networks. If, in some cases, the dependency of a network from another is particularly evident (the absence of electrical power switches off telephonic or internet routers powered by underlying distribution lines, producing a “deterministic” fault on the communication networks), in other cases that dependency is particularly subtle (like, e.g. the reverse effect, that is the dependency of the Quality of Service of the electrical power network from the presence of specific faults in the communication networks) and difficult to be modelled. 

Let us consider a number l of coupled networks, each of them identified by its inoperability value 
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) describing its level of functioning (i.e. xi=0 means that the i-th infrastructure is operating at its maximum capability, while xi=1 means that the i-th infrastructure is completely inactive). In principle one can write 
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where 
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 is a perturbation term, capable of affecting the i-th network inoperability. The solution of the dynamic problem for the i-th network provides a formulation of a Leontief-type equation [2], [3]
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The solution of eq.(2) stems on the availability of two terms: the first 
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, which we have called the "interdependence matrix" 
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which represents the incidence on the j-th infrastructure on the inoperability of the i-th one, and the CI susceptibility 
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 to endogenous perturbations  
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Given these terms and the behaviour of all the perturbation terms 
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, it would be possible, in principle, to evaluate the dynamics of the inoperability of all the interacting networks. It is thus necessary to provide an independent estimate of these quantities. In this work, we propose to estimate the terms of eqs.(3) and (4) by simulating the behaviour of "microscopic-scale" models of the networks representing each of the interdependent systems. 

Each system is, in fact, a network itself, made by nodes and arcs representing the physical realization of a given CI (like, e.g., the electrical transmission network, the internet, the systems of railways and motorways etc.). Each of these systems can be thus represented as a graph G=G(N,L) where N are the nodes and L are the arcs between them. The graph G can be described by an Adjacency matrix Aij, of NxN dimensions, where Aij=1 if nodes i and j are interconnected, 0 elsewhere. In presence of two different networks G1=G1(N,L) and G2=G2(M,K), other than the two different Adjacency matrices, we have to define a further matrix Dij, of NxM dimensions,, expressing the interaction among them. That matrix functionally connects node i of G1 with node j of G2. 

Each of these networks could represent a CI if it hosts the flux of some specific entity (the electrical power for the electrical transmission network, packets of data for the internet, vehicles for the motorways etc.). On each of these networks, one might define a specific level of inoperability, related, for instance, to some “distance” between the value of some specific target function in absence or in presence of some (internal or external) perturbation.

Therefore, we are planning to evaluate the interdependency matrix 
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 and the CI susceptibility 
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, eqs.(3) and (4) respectively, by using the following workflow:

1. define model for networks to host specific transport dynamics able to simulate the behaviour of realistic networks;

2. interconnect couples of model networks with some empirical law, thus producing an unique, albeit heterogeneous, system;
3. induce some fault on one network and evaluate the effects produced on the other (on the bases of the defined, empirical interaction law).
In more details, the points (1-3) above can be described as follows:

a) get a realistic picture of the topology of the considered CI, attempting to represent networks in an homogeneous framework;

b) analyze the graph elements which are classified on the bases of their function. This is performed by describing graph’s nodes as one of the following elements: Source nodes (where the flowing entity is input in the graph), Load nodes (where the flowing entity is extracted from the graph) and Junction nodes (which is neither a Source nor a Load, where the flowing entity simply passes by). Other than being a “pure” node (behaving exclusively as one of the three previously indicated specific element), a graph node could also cumulate more than one property (being, at the same time, Source and Load, Junction and Load etc.). 

c) define a transport model on that network, able to reproduce the transport of the specific quantity flowing in that network (power flow in electrical lines, packets of data in communication networks, vehicles in motorways etc.)

d) solve the dynamical flow equations of a specific flowing entity on a given network. This indeed is the central activity of this part of the project. In a sense, this task configures the realization of simulating models of the principal CIs, although expressed in terms of Sources, Loads and Junctions. The simulation models allow to evaluate the relevant network’s characteristics. In particular, starting from an unperturbed model, we evaluate the term 
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  in eq.(4) by inserting a specific perturbation (typical of a specific network like, e.g. electrical arches removal in an electrical line or the fault of a given node in a communication network) and by evaluating the consequent variation of the inoperability of the network.

e) define, for a couple of networks, each modelled by a specific dynamic simulator, an interaction law among their nodes and a specific interaction pattern (which node of a network interacts with a specific node of the other). 

f) define a ground-state of the overall system by simulating the dynamics of the coupled networks

g) perturb one of the two networks (as done in point (d) above) with a specific perturbation and evaluate the effects of the perturbation on the operability of the other. In this way, one can evaluate the term 
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  in eq.(3). Repeat the task by exchanging the perturbed network (thus evaluating the term 
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The  project is tackling to date the objective of modelling and linking three types of CIs: the transmission electrical network, the main transport networks, i.e. motorways and railways, and the internet communication network. We are going to set up specific dynamical models, able to reproduce the dynamical flow of the different entities (power flow, vehicles and data, respectively), by assuming models as representative as possible of the real dynamics.

Preliminary results 

Let us consider a linear approximation of eq.(2)
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(5)
this expression may be put, neglecting for simplicity of notation the min operator, in the following compact form
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where the vector x
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 is composed by the inoperability of the different infrastructures, k is the discrete time, R and B are the discrete forms for 
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 and 
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, respectively. Notice that all variable in eq. (5) are non-negative quantities.

In spite of its very simplified formulation, eq. (5) has been shown to be able to capture some macro-scale relevant phenomena and specifically to emphasize how the presence of interdependencies may contribute to exacerbate and make more dramatic any failure [3].

In the following we focus on applications of the solution of the Leontief equation to stress the impact that different back-up supply strategies (“buffer” hereafter) may have on the overall system. Indeed, due to interdependencies, any activities devoted to improve (or just modify) the behaviour of a single infrastructure induces modification in the global system that may not be understood from an atomistic analyses. In particular the presence or absence of upstream buffers  able to protect an infrastructures from its suppliers may improve the operability also of these latter. On the other side a buffer devoted to guarantee adequate resources to the users of an infrastructure (i.e. a downstream buffer) may positively influence also its operability. 

In the following we generalise eq.(5) to study the dynamic of a system of interdependent CI's in which each CI has a back-up supply (“buffer” hereafter) for each of its inputs, see Figure 1. The dynamic of the i-th infrastructure can be expressed, in the Leontief formulation, as follows:
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where 
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 is the level of the buffer associated with the i-th infrastructure at time k. This quantity is normalised in the range [0, 1] (where 0 means that the buffer is empty while 1 that it is completely full). The parameter 
[image: image25.wmf]i

a

 is a suitable scale factor that measures the decrement rate of the buffer and 
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 represents the relative amount of failure absorbed by the buffer. This quantity may be considered a control variable because, as explained later, allows one to implement different buffer manage policies. The max operator constraints 
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 to be a positive quantities. In the following we will assume, without lost of generality that 
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, and that all parameters are normalised in the range [0, 1].

When 
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 the buffer, when it is not empty, will absorb any induced failure (e.g., external faults 
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 or transmitted inoperability 
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). In the presence of a control variable less then 1, the buffer, when it is not empty, absorbs only the fraction 
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 of induced failure while the remaining part, i.e. 
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, influences the operability of the infrastructure. Then using equations (7), a CI manager can predict the dynamics of his back-up supply (buffers) as a function of the inoperability levels of his network and that of those interconnected to it. Obviously, setting ( to 0 for all nodes in equation (7), this reduce to (5)

Notice that equation (7) models, in an abstract way, classical buffering strategies generally adopted by many infrastructures’ stakeholders to guarantee a minimum capability of self-sufficiency with respect to the behaviour of their supplier. 
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Fig.1: Upstream buffer configuration. The presence of the buffer 
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 partially decouple the behaviour of the system 
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 from inoperability of suppliers.

Adopting upstream buffering (fig.1) each infrastructure tries to maximize its capability to supply goods and services storing extra resources to be able to operate also in the absence of its suppliers, i.e. in an insulated scenario. 
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Fig.2 : Downstream buffer configuration. The presence of the buffer 
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 partially decouple from the behaviour of the system 
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 from its consumers.
A different, more cooperative configuration, is represented by the downstream buffering. In this case, as shown in Figure 2, each infrastructure is provided with dedicated equipments able to guarantee a given amount of resources to downstream consumers.

The corresponding mathematical model is
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where 
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 is a support variable with no direct physical meaning.

In this case, any failure immediately affects the system, but this does not induce any propagated degradation because the buffer “absorbs” the negative consequences that are then transparent for the downstream elements. In this way, we model buffering configurations where each infrastructure poses great attention to reduce downstream consequences on their “qualified” user (i.e., the stakeholder of other infrastructures).

Also in this case working on the 
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 parameter, it is possible to define different polices of the the buffer management. When 
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 equation (8) reduces to equation (5).

This configuration is less used in real world situations where infrastructures’ stakeholders are generally more interested in protecting their infrastructure from supplier faults rather than guarantee their “consumers”. Even though the up-stream buffer configuration appears more adequate to implement self-protection strategies, in the presence of large interdependencies the downstream buffer configuration, as illustrated via simulation I the next section, have some interesting features.

Simulation results 

In the following we show simulation results for a system consisting of 5 interdependent infrastructures. This system could be considered as a "network of networks" as each node of it represents a network itself (i.e. a Critical Infrastructure). We thus refers to "nodes" of such a network when indicating the behaviour of the corresponding CI. If we chose a generic interdependency matrix (without loss of generality we assume 
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0.0 0.4 0.3 0.0 0.0

0.8 0.0 0.0 0.2 0.2

0.3 0.4 0.0 0.0 0.0

0.6 0.2 0.4 0.0 0.4

0.5 0.2 0.0 0.1 0.0

The interdependency matrix ( 

we can estimate the inoperability at each node as faults (i.e. disturbances) are introduced and subsequently repaired. 

In the simulated scenario we assume that faults affect in sequence all the nodes. Due to interdependencies the consequences are not limited to the target node but they spread and affect also the other nodes. Indeed, as evident by looking at the figures, the overall consequences on each node greatly depends on the level of inoperability at other nodes.

Simulation results for unbuffered networks 

Eq. (6) with ( = 0 defines the network behaviour when no buffers are used. In this case, indeed, the value of ( has no relevance since buffers are never used. The following figure shows simulation results when no buffers are present in the network.
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Figure 3. Inoperability and faults when no buffers are used. In the figure, the left column reports the time-course of the disturbance affecting each node (i.e. a CI) and on the right column the inoperability of that node resulting from the coupling provided by the interdependency matrix. In abscissa a fictitious time scale, in ordinates the evaluated inoperability (0<xi<1) 
Simulation results for buffered networks 

In this Section we show our simulation results for the following network configurations: upstream buffers, downstream buffers. 

As previously described, ( represents the rate of decrement of buffer, hence a lower value represents a buffer with a high capacity. Parameter ( models the amount of failure absorbed by the buffer. A value of ( close to 1 means that the buffer will absorb, when it is not empty, most of the failure. On the other hand, a value of ( close to 0 means that most of the failure is passed to the network node. We assume for simplicity that all nodes in the network have the same values for ( and (.

Comparing Figure 3 with Figures 4, 5, 6, 7 it is immediately evident how the inoperability values as well as their rate of varation decrease when buffers are used..

Also, comparing the results in Figures 6 and 7 for the two buffer configurations when ( = 0.9 and  ( = 0.08, one can notice that using upstream buffers there is an abrupt increase in the inoperability level. On the other hand, using a downstream buffer configuration, even if global inoperability is slightly increased, we get a more graceful degradation.
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Fig. 4. Inoperability and faults in presence of upstream buffers when ( = 0.5, ( = 0.03. Figure details as for fig.3.
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Fig. 5. Inoperability and faults in presence of upstream buffers when ( = 0.9, ( = 0.08. Notice the presence of abrupt increase in inoperability. Figure details as for fig.3.
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Fig.6. Inoperability and faults in presence of downstream buffers when ( = 0.5, ( = 0.03.
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Fig. 7. Inoperability and faults in presence of downstream buffers when (=0.9, ( =0.08. Figure details as for fig.3.

Conclusions 

In this paper we illustrate a methodology for the analysis of critical interdependent infrastructures based on a two-scale approach. Macroscopic-scale models are built up in a Leontief-type equations framework. Parameter's estimate is made on "microscopic-scale" models, where CI's are simulated in terms of interacting complex networks where specific dynamics (representing the type of entity flowing on each of them) are performed. Macroscopic-scale (phenomenological) equations allow to figure out the most relevant phenomena on medium-long time scales, to illustrate dramatic consequences of interdependencies, and to compare the efficiency of different buffering strategies and configurations. Microscopic-scale models are used to estimate "ab initio" on realistic-models the values of the interdependency coefficients and the system's susceptibility versus internal perturbations. 
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